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Abstract 

 
After the 1979 Three Mile Island nuclear plant meltdown, a claim was made that “accidents happen,” suggesting 
that such catastrophes were inevitable. That concept was eventually labeled normal accident theory (NAT).  Soon 
after, however, research into so-called “high reliability organizations” (HROs) began which disputed that claim and 
evolved into what became known as high reliability theory (HRT).  This paper surveyed the literature published since 
1979 to determine the level of continuing interest in the subject, and determine how it has been applied. Since 2004, 
it has been found a strong uptick in the number of publications which address HRO, suggesting that, interest in HRO 
theory, application, and tools remains strong.  Coincident with this increase has been the creation and evolution of 
Presidential Policy Directive 21 (PPD/21) “Critical Infrastructure Security and Resilience,” one action of which was to 
update the national infrastructure protection program (NIPP). The objectives of PPD/21 closely parallel the 
underpinnings of HRT, including a focus on integrated systems, understanding threats, and a focus on resilience. The 
literature has suggested that HROs are relevant for mainstream organizations since they “provide insights to a 
distinctive set of processes that foster effectiveness under trying conditions.” The survey found recent literature 
addressing the intersection of NIPP and HRO leading this research to the hypothesis that HRT has evolved to the 
point where it can significantly inform and advance the objectives of the PPD/21 toward protecting national critical 
infrastructure (CI) using an approach which emphasizes a more reliable, more resilient, organization. 
 

Keywords 
High Reliability Organization, Critical Infrastructure, Mindfulness 

 

1. Introduction 
An accident within a high risk hazardous industry would be catastrophic, yet organizations exist within the industry 

who never have a serious accident. A team of researchers in the mid-1980s conducted research to investigate how 

these organizations operate technically complex and high temp systems nearly error-free. The term High Reliability 

Organization (HRO) was assigned to such organizations in which operations have high risk processes, and have to be 

maintained virtually error-free because any failure in the system could lead to a disaster. Nowadays, industries and 

organizations are working hard to develop strategies to avoid catastrophic risk. The US interest in avoiding risk led to 

creation and evolution of Presidential Policy Directive 21 (PPD/21) “Critical Infrastructure Security and Resilience.” 

The US Patriot Act defines critical infrastructure as systems and assets, whether physical or virtual, so vital to the US 
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that the incapacity or destruction of such systems and assets would have a debilitating impact on security, national 

economic security, national public health or safety, or any combination of these [2]. 
The following paper reviews HRO literature with the concept that, critical infrastructure security starts from within 

the organization.  

 

2. History of HRO 
HRO and Normal Accident Theory (NAT) are often compared but they have fundamental differences. HRO considers 

the possibility of preventing a catastrophic accident, and NAT accepts the proposition that in tightly coupled, 

interactively complex systems an accident eventually happens if the process lasts long enough. Scott Sagan`s [3] 

research on nuclear weapons safety made HRO more important, and he labeled HRO as optimistic, and NAT as a 

pessimistic theory.  Roberts and Rousseau [1] studied three organizations and defined eight primary characteristics 

that distinguish HROs: 

 

1. Hypercomplexity—extreme variety of components, systems, and levels. 

2. Tight coupling—reciprocal interdependence across many units and levels. 

3. Extreme hierarchical differentiation—multiple levels, each with its own elaborate control and regulating 

mechanisms. 

4. Large numbers of decision makers in complex communication networks—characterized by redundancy in control 

and information systems. 

5. Degree of accountability that does not exist in most organizations—substandard performance or deviations from 

standard procedures meet with severe adverse consequences. 

6. High frequency of immediate feedback about decisions. 

7. Compressed time factors—cycles of major activities are measured in seconds. 

8. More than one critical outcome that must happen simultaneously—simultaneity signifies both the complexity of 

operations as well as the inability to withdraw or modify operations decisions. 

 

Roberts and Rousseau [1] noted that while many organizations may demonstrate some of these characteristics, their 

simultaneous occurrence differentiates HROs. Roberts and Rousseau did not suggest that organizations desiring to be 

HROs adopt these characteristics; rather, they were observed behaviors held in common by the three research subjects 

(a nuclear power plant, air traffic control, and a nuclear powered aircraft carrier). These characteristics were 

determined by internal observation, but many of these characteristics can be used to evaluate PPD/21 critical 

infrastructure (CI) from an external systemic resilience and stability perspective. HRO revolves around internal threats 

(protecting infrastructure from the people) while PPD/21 focusses on external threats (protecting the people from the 

infrastructure), but to accomplish either of these tasks “mindfulness” is needed. 

 

Weick [4] differentiated human reliability from organizational high reliability by noting that human reliability is 

concerned with human performance; i.e., a human performs a required activity correctly and performs no extraneous 

activity. In contrast, HROs work hard to prevent an opportunity for human error from becoming a systems error, 

especially if that error can propagate into an unwanted consequence or catastrophe. Weick and Sutcliffe [] 

characterized HROs by the presence of five key principles that facilitate problem detection and organizational 

management: pre-occupation with failure, reluctance to simplify interpretations, sensitivity to operations, commitment 

to resilience, and deference to expertise. These principles were embodied in the notion of “mindfulness,” a human 

behavior-related concept. The role of mindfulness in an effective application of HRO in CI is inevitable, especially 

when it comes to avoiding internal failures which could propagate to external failures. 

 

3. History of Critical Infrastructure and PPD-21 
The establishment of the concept of critical infrastructure (CI), that infrastructure which has been determined to be 

critical to the smooth and safe functioning of society and the nation, has its roots in 1996 as Executive Order 13030, 

when the President’s Commission on Critical Infrastructure Protection (PC CIP) was established to report on the risks 

to the physical and cyber networks of the US [6].  In its first Report, the Commission determined that the 

infrastructures proper were in no immediate danger, but suggested that security of the nation’s cyber assets, computers 

and networks, were at-risk from hacking. 
  
Being dominated by the ownership and operation of the private sector, the nation’s critical infrastructure received 

much attention by the Commission to the extent that strategy and tactics were established and proposed to facilitate 



A. Gharehyakheh, J. Tolk, S. Fritts, J. Cantu. 

 

cooperation and coordination between the government and the private sector. By 1998, the Presidential Decision 

Directive No. 63 (PDD/63) was created to establish the objective for protection of seven infrastructures from 

intentional attacks. A number of groups and designated actors were created to facilitate implementation, coordination, 

and oversight of plans and measures for protection of their respective infrastructures.  Ongoing developments to 

improve protection of critical infrastructure continued into the subsequent Presidential administration although the 

makeup and initiatives of the controlling organizations varied. 
  
In 2001, after the 9/11 attacks on the World Trade Center, then-President George W. Bush signed into effect Executive 

Orders (E.O.) 13228 and 13231 to establish agencies, policies, and programs to more formally and comprehensively 

address a broader definition of critical infrastructures.  The following year, the Department of Homeland Security was 

established and designated as the focal point for CI initiatives, with Homeland Security Presidential Directive 7 

(HSPD-7) following in 2003 to update previous CI protection efforts.  The evolution of agencies, policies, strategies 

and programs continued into 2013 when Presidential Policy Directive 21 (PPD/21), Critical Infrastructure Security 

and Resilience, which superseded HSPD-7, was signed.  PPD/21 is the governing Directive in place today. 
 

3.1 Critical Infrastructure Sectors 
Various reorganizations of similar configurations of CI groupings have been implemented, with the current iteration 

identifying the following 16 Sectors [7].  
  

• Chemical 
• Commercial Facilities 
• Communications 
• Critical Manufacturing 
• Dams 
• Defense Industrial Base 
• Emergency Services 
• Energy 

• Financial Services 
• Food and Agriculture 
• Government Facilities 
• Healthcare and Public Health 
• Information Technology 
• Nuclear reactors, materials, waste 
• Transportation Systems 
• Water and Wastewater Systems 

  
3.2 Protection of CI by Applying Principles of HRO 
At first glance, it may seem that HRO theory and CI goals are compatible, but not interactive.  The objective of CI 

protection was to protect these complex, interactive, and vulnerable systems from intentional, external, extrinsic 

threats. HRO theory and the concept of mindfulness [5] suggests that building infrastructure which is secure and 

resilient from intrinsic vulnerabilities is an essential key step/element toward that end.  As PPD/21 matured, its 

initiatives embraced the all-hazard paradigm but no consistent underlying drivers have been proposed which are 

universally applicable to all CI Sectors.  Further, the focus has been on intentional, external threats such as sabotage 

or overt attack.  There has been no focus on internal threats, including unintentional acts from worker mistakes or 

latent defects in the system design.  Combining the goals of PPD/21 to avert intentional external threats with the HRO 

focus on recognizing weak operating signals that might signal an internal breakdown in time to thwart catastrophe 

makes a formidable and comprehensive protection strategy.  This paper suggests that applying the principles of HRO 

toward improving mindfulness, and therefore reliability informs the discussion on an operating paradigm which could 

be embraced across all CI Sectors to raise their respective levels of security and resilience.  
 

4. Methodology 

 
4.1 Search Methodology 

We searched peer reviewed literature on “critical infrastructure protection” to find out how it relates to the concept of 

“reliability”. We found 182 records out of total 665 records that combine the two search strings; however, many of 

these records refer to mechanical reliability. Different keywords were used to see how “High Reliability Organization” 

and “Critical Infrastructure” are related. Records show 48 articles were published that combine these search terms. In 

addition, peer reviewed literature was searched to find the relation of “Critical Infrastructure” and “Mindfulness”. 

Results show that there are no publications in this area. Two experienced researchers meticulously reviewed these 

articles to remove possible duplication and irrelevance which led to 33 articles. The remaining papers were then 

categorized into the CI sectors plus an additional sector titled “academic” to capture publications that primarily 

focused on developing the theory behind this subject and did not fit well into one of the other categories.  Table 1 and 

Figure 1 illustrate how the articles were spread across the CI categories.   
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Table 1: Categorization of Relevant Records 

Articles Category No. of Articles Percentage of Total 

Academic 20 58% 

Communication 5 15% 

Energy 5 12% 

Emergency Services 3 9% 

Information Technology 1 3% 

Transportation System 1 3% 

 

 

 
 

Figure 1: Categorization of Relevant Records 

 

Interestingly, more than half of the relevant literature discusses theory. Further, the researchers noticed that the 

relevant non-theory articles fit well within the definition of CI categories.  There was little ambiguity with respect to 

selecting a CI category.  The researchers then screened the 20 academic articles, and further categorized them 

according to the major theme; i.e., organizations systems and their interactions; theories to make CI applicable in 

industry and executable; crisis management of critical infrastructure, risk management of critical infrastructure, 

general management theory applied to hazardous large technical systems (HLTS), and economism (a form of bad 

economics) applied to CI .   

Table 2: Themes of Academic Articles 

Articles Category No. of Articles Percentage of Total 

CI and Organizational Systems 8 40% 

CI and Theory of Application 7 35% 

Crisis Management of CI 2 11% 

Risk Management of CI 1 5% 

 General Management of HLTS 1 5% 

 CI and Economism 1 5% 

 

 

 
Figure 2: Themes of Academic Articles 
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4.2 Research combining HRO and CI 

The majority of peer reviewed publications fall into two categories; CI as interconnected systems, and theories to 

make CI workable; i.e, they are bulky, disconnected, predominantly privately owned entities so coordination may be 

difficult.   

 

4.3 CI as Interconnected Systems 
The set of articles on CI as interconnected systems were driven largely by research into control rooms in power plants, 

nuclear aircraft carriers, and air traffic control.  These researchers posited that high reliability management and 

reliability professionals are the linchpin to reliable and resilient operations of these complex, interconnected systems 

(e.g., [10-14]).  Roe and Schulman [1] defined high reliability management as the safe and continuous critical service 

provider, even (or especially) during times of peak-load demand or turbulence.  The attributes of reliability 

professionals were thoroughly described in Auerswalk, Branscomb, LaPorte, and Midhel-Kerjan [12] but in brief, they 

are the knowledgeable, experienced workers who know their operations and their systems well enough to “see and 

feel” when their operation is moving toward the edge of the reliability envelope and make a correction to restore 

stability.   

 

The researchers on CI and Interconnected systems also argued that, as opposed to centralization and simplification of 

systems to avoid a normal accident, the interdependencies and tight coupling within CI operations or between sectors 

(e.g., transportation and communication) actually provide more options and pathways to resolve off-normal events [9] 

and warned that government interference in the form of laws, policies, or regulations that encourage deregulation are 

a threat to reliability in CI since that would decrease the interconnectedness of these systems, and therefore their 

flexibility [8]. 

 

While none of these researchers explicitly argued that implementation of HRO methods should be undertaken to 

mitigate internal threats that can cause cascading events, their arguments implicitly implied that CI managers should 

pay close attention to maintaining reliable operations through development and support of reliability professionals.  

Indeed, Schulman and Roe [10] posited that the focus on CI protection may be misaligned; rather than working to 

harden the structures from an external attack, CI managers should be ensuring that efforts to increase efficiency or 

optimize operational performance don’t undermine internal reliability. 

 
4.4 Theories to make CI Workable 
This group of articles and book chapters discussed the struggles to transform theory into practice.  Perrow [13] wrote 

that NAT has not been “disproved” and thus, remains useful to sensitize designers and managers of CI to the potential 

dangers of complex and tightly-coupled systems; therefore, is useful applied to the practical problems of protecting 

our critical infrastructure.   

 

Popescu and Simion [14] looked at the characteristics of both NAT and HRT and developed a weighted scoring 

method to categorize CI as truly critical, based on the premise that the definition of CI is not rigorous; therefore there 

is no way to focus on the truly critical infrastructures apart from “routine” assets in the same sector. 

 

Petterson and Schulman [15] developed the concept of precursor resilience, which is a risk management method 

accomplished through monitoring and keeping operations within the operating bandwidth conditions, and acting to 

restore those conditions quickly if the situation drifts closely to the edge of that bandwidth.  Although this research 

focused on control room operations and the actions of reliability professionals, they postulated that drift, in this case 

reliability drift, can be a positively managed to accommodate continuous improvement and make the operation even 

more resilient. 

 

The remaining articles in this group were book chapters from Auerswalk, Branscomb, La Porte, and Michel-Kerjan 

[12] that focus on HRO as a tool for resilience in managing CI.  Notably, Chapter 8 of this book presented the 

characteristics of an HRO divided by internal processes and external relationships.  The internal processes are based 

on reliability enhancing operations and the culture of reliability whereas the external relationships focus on regulators 

and stakeholders.  It should be noted that these book chapters are based on previous research by the contributors.  

While an excellent resource, there is no original research presented. 
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5. Conclusion 
It is noteworthy that within the group of 20 publications categorized as academic, only one [15] has been published 

since 2013.  In addition, there are no publications that indicate research into mindfulness and CI has been undertaken.  

It is unclear why, but it may indicate either an underappreciation or lack of knowledge of the benefits of HRO in the 

CI community.  Since the PPD/21 imperatives and the HRO hallmarks are compatible, HRO offers great potential to 

help the CI community focus on internal threats that are the outcome of “mindlessness.”  Internal lapses can make an 

external breach possible, or more successful, so HRO can inform CI – a focus on mindful behavior in CI industries 

and businesses strengthens it against minor perturbations from becoming cascading events.  Applying HRO hallmarks 

to CI makes it more resilient to both internal and external unwanted acts or perturbations. 
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