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ABSTRACT 
 
 

A STUDY OF USING MULTIPLE CUES TO AID PEOPLE WITH LEARNING DISABILITIES IN 

LEARNING SYSTEM-ASSIGNED PASSWORDS 

 
SONALI TUKARAM MARNE, MS 

 
The University of Texas at Arlington, 2017 

 
 
Supervising Professor: Matthew Wright 
 
 Traditional user-chosen passwords often offer weak password security and are prone to 

password reuse and password patterns whereas system-assigned passwords are secure but 

fail to provide sufficient memorability. 

LDs are problems that affect the brain’s ability to receive, process, analyze and store 

information, i.e. they are disorders of neurologically-based processing. These problems can 

make it difficult for an individual to learn as quickly and accurately as someone who isn’t 

affected with learning disabilities. Learning disability cannot be cured or fixed but may make 

it hard to learn and use passwords. With right assistance and with unique learning strategies, 

we may hopefully produce an authentication system to compensate for the weakness.   

CuedR, a graphical authentication scheme that provides multiple cues (audio, visual, 

verbal and spatial) to help users learn system-assigned passwords, showed promising 

memorability in prior studies, where 98% of users were able to log in successfully one week 

after learning their password [20]. In this thesis we explore how whether CuedR’s multi-modal 

recognition-based approach would be helpful for people with LDs.  

In particular, we conducted a single-session lab study, with 19 participants. The 

participants had a 100% success rate using CuedR. Seven (37%) of the participants had to 

re-learn their password during registration. Our analysis shows that verbal, visual and audio 
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cues helped the users with learning disabilities to overcome the difficulties to read, hear and 

interpret information as compared to traditional passwords.  

This study is a preliminary work to understand features of a system which would help 

people with LDs. Also, the findings from this study show potential for future studies aimed at 

people with LDs.  
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CHAPTER 1 

INTRODUCTION 

 
For authentication of users, most systems use user-chosen textual passwords. Users 

typically select these passwords by using some common phrases or strategies that make them 

easy to remember. While users often think that such passwords are secure, they typically do not 

understand the requirements to make a secure password. Users also find it challenging to create 

unique and strong passwords for the many accounts they have, such as for email, online banking, 

social networks, credit cards, etc. Furthermore, the password restriction policies meant for 

creating a strong password do not necessarily lead to strong passwords, but they do harm 

memorability [40, 41]. Thus, user selected passwords are a poor choice of security. 

A more secure approach is to use system-assigned passwords. System-assigned 

passwords have a guaranteed level of security against dictionary and guessing attacks, and the 

level of security is tunable by the system administrator. Random strings, however, are difficult to 

remember, thus affecting the memorability of the password [43]. Even when natural language 

words are used to generate a system-assigned password, they fail when it comes to memorability 

[7, 42].  

The number of student aged 3-21 was 6.5 million in year 2013-14 as reported to IDEA 

(Individuals with Disabilities Education Act) which is about 13 % of all the public school students. 

Out of these, 35% had specific learning disabilities, which counts to be a considerably large 

number.  

For people who have learning disabilities like dyslexia, visual processing disorders or 

difficulties in interpreting visual information, many existing authentication systems may be difficult 
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to use. Having a system with features designed to assist these individuals might be valuable for 

both security and usability.  

 Learning disabilities or learning disorders is not a problem with the intelligence. It’s just 

that the brain is differently wired which can lead to difficulties in learning information and even 

processing the information. Common types of learning disabilities include difficulties in reading, 

hearing differences between sounds, interpreting visual information, speaking and writing. In 

order to make the authentication system more usable to the people with LDs, the system should 

provide the information in such a way that it makes it easy to read, hear and interpret the 

information.   

This thesis addresses the learning difficulties faced by the people with LDs. We explore 

an existing CuedR system, whose features might be helpful for people with LDs to learn their 

password and be able to recall it in future. We seek to understand which features of CuedR are 

helpful and whether we need any modification that would cover the obstacles people with LDs 

would face. We reviewed the literature of human memory and various strategies that have been 

used to help in the learning process of people who have different types of LDs. Since people with 

LD have difficulties in reading, writing, in math, spelling, etc. and considering the fact that almost 

80% of all people with LDs have dyslexia i.e reading disability, we developed a system that uses 

multiple cues to help people with LDs learn their password by considering the difficulties they 

face.  

To understand the impact of CuedR, we conducted a single-session in-lab user study 

with 19 participants using two different procedures. For the first procedure with 14 participants, 

only three participants had to re-learn their password, whereas the remaining 11 participants 

learned it successfully on the first attempt. For the second procedure with five participants, four 

had to re-learn it, possibly because of the multiple password interference effect. This implies that 
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the system provided sufficient assistance to overcome LDs, but having a multiple passwords may 

be a concern for these users. This is a preliminary work to understand what design features might 

be helpful to overcome learning difficulties faced by people with LDs. The findings of this study 

could be a potential future work to studies aimed at people with LDs. 
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CHAPTER 2 

RELATED WORK 

 Traditional user-chosen passwords offer uncertain and often weak security whereas 

system-assigned passwords provide considerable security but fail to provide memorability. To 

address these limitations, we argue that the system should assign secure passwords and also 

help users to memorize and recall them. Though the existing textual passwords have a good 

number of issues, we still use them for many systems. There has been a lot of research to address 

and improve the textual-passwords. In this section, we discuss key findings in textual passwords, 

system-assigned passwords and graphical passwords with their limitations and we discuss the 

differences between recognition-based and recall-based password mechanisms.  

 

2.1 Password Schemes 

2.1.1 Textual passwords 

 In this scheme, the user creates his own password. An ideal password would be a one 

which is easy to remember but difficult guessing attacks, making the system secure [44]. Users 

create passwords that are easy to recall, but these are often vulnerable to guessing, dictionary 

and brute-force search attacks. [1]. Users’ propensity to handle alphanumeric passwords 

insecurely arises largely from limitations of long-term memory [2], as users face difficulty in 

remembering long and complex passwords.  Recent surveys have shown that users often choose 

- short, alphabetic-only passwords consisting of the names of family or friends, pets, and even 

the word “password” [3, 4]. Users often write down their passwords, share passwords with others, 

and use the same password for multiple systems, sometimes with a single digit added on the end 

[4, 5]. In this process of creating and remembering a strong password, either the security of 

password is neglected or else the memorability is affected.  
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2.1.2 System-assigned passwords 

 In a system-assigned password scheme, the passwords are randomly generated. They 

can be random words, passphrases or even pronounceable passwords. A random password can 

be any random string, e.g. “hgsbrmk”, which does not make any sense making it difficult to 

remember. In an attempt to make system-assigned passwords memorable, the idea of 

passphrases was introduced. A passphrase is a set of natural-language words separated by 

spaces [42, 45]. In a system-assigned scheme, the words are randomly selected from a set 

English dictionary. In spite of having natural-language words in this kind of password, 

passphrases have been shown to offer similar memorability and usability as to system-assigned 

random strings [42]. Also, having a dictionary for these words was a major concern as the number 

of words in the dictionary made little difference in usability and security metrics. In a study to 

explore system-assigned passwords Shay et al. [42] found that user disliked system-assigned 

passwords and passphrases. But the users performed well in terms of accuracy and login time 

when they were assigned a pronounceable password. A pronounceable password consist of 

pronounceable natural-language words which are concatenated to form a password. However, 

early work by Gasser [68] has shown that the password generation process used by 

pronounceable password systems, uses frequencies with which syllables appear in English, 

which makes it vulnerable to guessing attacks [46].  

 

2.1.3 Graphical passwords 

 Graphical passwords have been proposed as an alternative to traditional text based 

passwords. This was motivated by the psychological fact that human can remember images 

better than text [47, 48, 49]. Research [71, 72] has shown that cues aid memory retrieval and that 
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authentication systems should provide cues to the users to help them to remember their 

passwords. Some of the graphical password schemes are discussed below. 

 In general, graphical passwords are categorized into four main categories- recognition-

based, recall-based, cued-recall and cued-recognition schemes [50]. In recognition-based 

schemes, to login successfully, the user has to recognize the image(s) that can be either assigned 

to him or selected by him during registration. In recall-based schemes, the user must recall and 

reproduce their password. This is a difficult memory task [22, 51] as the user has to recall the 

password from his memory without any help or cues. Comparison study between recognition and 

recall shows that recognition is easier as compared to recall [71]. In cued-recall, cue(s) that can 

help to remember and retrieve information are provided to the user. Cued-recall password 

schemes provide better memorability than recall-based password schemes, whereas recognition-

based leads to more accuracy as compared to cued-recall based password schemes [69, 70]. 

Cued-recognition password scheme provides multiple cues – visual, verbal and spatial to help 

users in remembering their password. The users choose the cues, that they think are best for 

them to remember their password.  

  Draw-A-Secret (DAS) was the first recall-based graphical password scheme proposed by 

Jermyn et al. [52, 54]. In this scheme, users draw something on a 2D grid and the coordinates of 

the grid cells are stored as the DAS password. To authenticate, the user needs redraw the same 

picture or pattern. DAS offers the same memorability as textual passwords, but lack of user 

studies we have little information on its usability and effectiveness as a graphical password 

scheme [53, 55]. Also, J. Thorpe [56] found that users often choose predictable patterns and 

simple passwords.  

 In BDAS [57], which is similar to DAS, background images were added to encourage 

users to create complex passwords. A comparison study between DAS and BDAS showed that 
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adding background image reduced symmetry within the password and users created longer 

passwords. BDAS provides enhanced usability and security as compared to DAS [57, 58]. 

Research on various other recall-based password schemes show that these passwords are as 

difficult to remember as traditional textual passwords [59]. 

 Passfaces [53, 61] is a recognition-based password scheme in which the selects human 

faces as their password. For authentication, the user recognizes the faces that selected by them 

during registration. A study conducted by Brostoff [62] showed that a Passfaces password is 

easier to remember as compared to a traditional textual password. Valentine [63] found that user 

could login successfully using Passface passwords at various intervals over a period of 5 months. 

 Cued-recall is a password scheme in which the user selects particular points on the 

image(s). PassPoints, Cued-Click Points (CCP) and Persuasive Cued-Click Points (PCCP) are 

few cued-recall based password schemes [53]. In PassPoints scheme, user selects five points 

on a system-assigned image. To authenticate the user needs to select these five points in the 

correct order. The main difficulty in PassPoints was identifying the ideal precision and system 

tolerance levels for re-entering the click-points [53, 65]. CCP is a click-based scheme in which 

the user selects five points, one from each of the five images shown during registration. The user 

then needs to recognize these points correctly during login. A study of CCP showed that 

confirmation and login success rates of 83% and 96% respectively [66]. PCCP was developed 

using CCP as base system [53, 67]. It encourages users to select a more secure password than 

CCP by providing randomly positioned viewports. Viewports avoid known hotspots [60, 67].   

PCCP and CCP have showed favorable results in terms of usability and security though PCCP 

requires additional effort to learn the password during registration [67]. 

 Taking advantage of the fact that humans can remember images better than text [49], 

use of graphical passwords has helped to prove that they are better in terms of memorization as 
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compared to traditional textual passwords and system-assigned passwords. Al- Ameen et al. [6] 

performed a study of the memorability of passwords using a cued-recognition based password 

scheme called CuedR that provides multiple cues (verbal, spatial and verbal). After one week of 

registration, it was found that 100% of the participants could log in. User feedback showed that 

84% of the users preferred to use this scheme over traditional textual passwords in real life and 

were satisfied with usability of CuedR. [6]. CuedR will be discussed in detail in Section 2.3.  

 

2.2 Learning Disabilities 

 A learning disability is a neurological disorder that alters brain’s ability to process 

information. This has nothing to do with the intelligence of the person. These disorders affect the 

learning process and may involve difficulties with basic skills like reading, writing, spelling, 

recalling and/or math. 

 In this section, we discuss about some common types of learning disabilities [33-37]. 

Learning disabilities are usually categorized by school-area skill set [34].  

 

Dyslexia: learning disabilities in reading: 

 Dyslexia, also known as reading disorder, is a language-based disability in which a 

person has trouble understanding words, reading comprehension, spelling, alphabet and 

sometimes speech. This often results in an effortful and slow learning process. Dyslexia is a 

lifelong condition that cannot be cured, but with proper help and appropriate techniques, people 

who suffer from dyslexia can learn to read and write. Research indicates that reading disorders 

are not a vision issue but they are caused by impairment in phonological processing [26]. 
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Dyscalculia: learning disabilities in math: 

 People with dyscalculia have poor comprehension of math symbols and digits. They also 

have difficulty in memorizing and organizing numbers and patterns, counting, solving math 

problems and learning tables. This reduces the speed of math problem solving and even playing 

strategical games [34].   

 

Dysphasia/Aphasia: 

 This is a disability in language i.e. trouble in understanding language and communication. 

People with dysphasia may have difficulty in understanding language, listening or writing. This 

can affect basic functions like identifying words, comprehension and speech.   

 

Dysgraphia:  

 Dysgraphia is a condition that is associated with impaired writing ability. This may result 

in difficulty in organizing, sequencing and storing letters of a word. People with dysgraphia might 

struggle with retrieving information from their brain and putting that information correctly on paper. 

Dysgraphia can cause trouble with reading maps, drawings or shapes, organizing words and 

shape-discrimination.  

 

Auditory and visual processing problems:  

 This disorder occurs when either eyes or the ears are not working properly, which may 

result in learning difficulties [36].  

 Auditory processing disorder (APD), also known as Central auditory processing disorder 

(CAPD) is a condition that makes it difficult for a person to analyze the auditory information taken 

in through ears. The person cannot recognize even a subtle difference between sounds in words. 
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This condition is not caused due to deafness or difficulty in hearing but it is due to the way the 

auditory information is processed by the brain. This may affect the understanding and learning of 

any information heard by the individual. An individual with APD may not be able to understand 

instructions, hence resulting in trouble in recalling this information. APD may also affect in 

sequencing difficulty i.e. the order in which information is heard and processed. For e.g. storing 

“ephelant” for “elephant”. 

Visual processing disorder is a condition that makes it difficult to process information 

taken in through eyes. This is not a problem with eyes; rather it is due to the way brain processes 

the information that is seen visually. The way the brain interprets this information makes it difficult 

to process it and store it for recall. This disorder is difficult to diagnose as it doesn’t show up in 

vision tests. There are various types of visual processing disorders identified with a wide range 

of effects caused by them.  

Problems with visual processing disorder includes reversing letters or numbers ( e.g. ‘b’ 

with ‘d’, ‘p’ with ‘q’, etc),  trouble finding out specific information, skipping lines while reading, 

problems with coordinating eyes with movement of body parts, difficulty in identifying objects with 

missing parts or even difficulty in sequencing the information. These are the effects of the brain 

not processing the information seen accurately.  

 

Attention Deficit Hyperactivity Disorder (ADHD):  

 ADHD is a condition in which there is difficulty in focusing and paying attention, 

hyperactivity and difficulty in controlling the behavior. Though this is not considered as a learning 

disability, previous research indicates that people who have ADHD might also have learning 

disabilities. ADHD plus learning disability can be extremely challenging. Three types of ADHD are 

recognized – inattention, hyperactivity and impulsivity.  
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 There has been limited research on creating web interfaces, learning software and 

appropriate learning environment for people with LDs. As each LD type needs to be addressed 

differently, the existing authentication systems might not necessarily cope with the difficulties of 

LDs. Reading system-assigned textual passwords, can be challenging for people with reading 

disability because of the text formats and text and background color.  For people with visual 

processing disorder, images size used by graphical password schemes might be large enough to 

process it efficiently.  Also, with graphical password schemes like Passfaces, that have image 

portfolios, it can be confusing to focus on the correct image that forms the password. By 

developing an authentication system which reduces unnecessary complexities and has features 

that can help in learning and retaining the password, we might be able to help people with LDs to 

overcome their difficulties.   

 

2.2.1 Needs of People with Learning Disabilities 

 To select the most appropriate strategies to assist and support the learning to people with 

learning disabilities and to design an authentication system considering those strategies, we 

studied the needs of people with different types of LDs.  

 A Handbook on Learning Disabilities [26] helped us in understanding the needs of people 

with LDs. Almost 80% of all people with LDs have Dyslexia, i.e. reading disability. In order to 

assist people with LDs, the Handbook suggests that written material should be supplemented 

with pictures, illustrations, gestures and color coding to make it multi-sensory, new terms should 

be explained, instructions should be repeated, and acronyms (e.g. use of visual picture or 

letter/word to link unfamiliar information with familiar/already known information) should be used 

when helpful [26].  
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2.3 CuedR 

 In this section, we will discuss the CuedR authentication system.  

CuedR is a recognition-based graphical authentication system proposed by Al-Ameen et al. [20] 

that helps the user to learn and memorize a random system-assigned password. Users are 

assigned a series of five random keywords. Each keyword is mapped to single-character key that 

forms a five-character password. A portfolio of 16 images is shown to the user together with the 

keyword and the key assigned by the system. This acts as a visual cue. CuedR also provides a 

verbal cue i.e. a phrase associated with the image. The location of the images on this portfolio is 

fixed across the registration and login, which creates a spatial cue that makes it easier for the 

user to recognize the keyword and identifying the correct key letter to type.  

 In Figure 2.1, for an example “Elephant” is shown with a picture of an elephant), a related fact 

which is “Elephants can get sunburned”, and the key letter (‘a’). Each portfolio has 16 keywords, 

all shown with these accompanying cues and randomly assigned key letters. These portfolios are 

same throughout the registration and login sessions. The user enters the key letter corresponding 

to the image into the password field to move to the next portfolio. For successful login, the user 

needs to enter all the keys correctly in the key field and in the same order that it was assigned 

during registration. Irrespective of any incorrect key entered during login, the user has to enter all 

five keys. CuedR offers 20 bits of entropy considering distinct 16 keys displayed on each of five 

portfolios.  
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Fig 2.1 A Portfolio in CuedR 

 A number of user studies to study the impact of system-assigned graphical passwords have 

been conducted. A multi-session study conducted on seven different graphical passwords 

showed varying login success rate of 93-98% [20]. CuedR offers sufficient security and at the 

same time the use of multiple cues improves the memorability of random system-assigned 

passwords. 
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CHAPTER 3 
 

CONTROL CONDITION 

In this chapter, we will discuss the control condition, which uses a textual system-

assigned password. This scheme is a recall-based password scheme. In 3.1 we describe the 

system and the design choices. 

The system-assigned password scheme provides users with a random alphabetical 

password. It is the user’s responsibility to learn that password for future logins. Users can have 

their own strategy to learn and memorize the password.  

For our control condition, we designed three different system-assigned password 

schemes. Each scheme required the users to learn a similar text-based authentication 

mechanism to login to a website. The website of the first scheme provides a random four 

character system-assigned password. The site for the second scheme provides a six character 

system-assigned password. Finally, the third scheme provides an eight character system-

assigned password. All the three conditions are pure recall based mechanism, meaning that the 

user recalls the passwords from the memory without any cues. Each condition has a different 

entropy level. 

 

3.1 System Design 

 We now discuss the designs for the three control conditions. 

Condition 1: In first condition, we use a four-character system-assigned password. The 

password is generated using random four letters, all lowercase, from set {a-z}. The user needs to 

learn the password during registration and enter it twice in the password fields (Fig 3.1). 
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Fig 3.1 Control Condition 1: four-character system-assigned password 

Control condition 1 provides entropy of  

4 * log 2 (26) ~ 19 bits. Note that CuedR provides 20 bits of entropy, so it is slightly more 

secure than the first control condition. 

 

Condition 2: In control condition 2, we use a six-character system-assigned password (Fig 

3.2), but we do not sample from the alphabet completely uniformly.  
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Fig 3.2 Control condition 2: six-character system-assigned password 

From the findings based on LD types [34], we changed the choice of letters included in 

the password. People with LDs have difficulty in understanding letters, i.e. they might interpret 

letters backwards. The common letters that are often confused and reversely interpreted by 

people with LDs are p/q, b/d, o/a and i/l [34]. To understand the impact of this effect on password 

memorability, we modified letter selection in this control condition to ensure that some potentially 

confusing letters would appear. Specifically, we select two letters from the set {p, q, b, d, o, a, i, 

l} and then select the remaining four letters from set {c, e, f, g, h, j, k, m, n, r, s, t, u, v, w, x, y, z}. 

This password offers entropy of  

2 * log 2 (8) + 4 * log 2 (18) ~ 23 bits, which is more than CuedR. Because of this, and the 

modified letter selection, we do not treat this as a fair condition for comparison with any other 

condition in the study. 
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Condition 3: This condition provides a random system-assigned password of eight characters 

uniformly selected from the full set of 26 letters (a-z) (Fig 3.3). This password scheme provides 

entropy of  

8 * log 2 (26) ~ 38 bits. 

 

Fig 3.3 Control condition 3: eight-character system-assigned password 

 For all three control conditions, we have some design choices in common. All are pure 

recall-based password mechanism, as we do not provide any cues to help the user to learn and 

memorize the password. Considering the fact that users with LDs have reduced reading ability 

[33-37], we used a font-size of 16px (medium) and font weight as “bold”, to display the password 

during registration. Each website has a different background color to help user avoid any 

confusion between the sites. 
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CHAPTER 4 
 

SYSTEM DESIGN 
 
 
 In this chapter, we will discuss the design modifications that we made to the CuedR 

authentication system. A version of these modifications was previously presented by Seng et al 

[]. We also discuss the reasons for modifying the features of original CuedR.  

 

4.1 System Design 

 The CuedR system has two functionalities: Registration and Login. Registration allows a 

new user to create an account. The user will be assigned randomly generated five keywords. The 

five keywords together form the password and will be displayed one after the other on the screen. 

To improve the memorability, each keyword will have corresponding visual, verbal, audio and 

spatial cues. For example the keyword “Panda” will have an audio file that will read out loud 

“Panda” and a picture of a panda. The phrase (verbal cue) will also be read out loud. See figure 

4.1 for a screenshot of registration process where the user sees multiple cues. The audio for 

verbal cue can be replayed multiple times with “Play Audio” button. Then, a portfolio of 16 different 

images will be displayed where previously assigned image (Panda) will be highlighted, which also 

shows the spatial cue of where the panda is in the portfolio and what is around it. The image has 

an associated key letter. For e.g. for “Panda” we have “N” as key letter. The user then types “N” 

(non-case sensitive) in the key input box and proceeds. This is repeated until all five keywords 

are learnt by the user.  

 During login, the user will be shown five different portfolios of 16 different images each. 

The user has to recognize the system-assigned password and enters the corresponding key 

letters, one by one. Only if all five keywords are correct will the user be authenticated. If the user 
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enters even one incorrect keyword, an error is displayed and the user has to start the login 

process again. Since the user inputs the keywords by pressing the key on keyboard, this 

technique is resistant to shoulder-surfing [10]. 

 

Fig 4.1 Registration Screen 1: Visual, Verbal and audio cue offered by the system 

 

Fig 4.2 Registration Screen 2: The system-assigned keyword is highlighted, thus providing 

spatial cues about the keyword’s location and the other objects nearby. 
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Fig 4.3 Registration Screen 3: The user needs to enter the key letter (e.g. “N”) associated with 

the assigned keyword (Panda). 

 

4.2 The features of system design 

 In this section, we will discuss the design features of the system and the reasoning behind 

choosing the design. 

4.2.1 Multiple Cues 

 Multiple cues are provided by the system to aid the memorability of a system-assigned 

password. It is difficult to remember a random system-assigned password. This authentication 

system provides four different types of cues - visual, verbal and audio and spatial making it a 

multisensory approach to assist people with LDs. These cues together might help the user with 

the learning process, thus helping the memorability of the password. Lee et al. [73] find that using 

multimedia technology (e.g. text, images, audio, video, etc.) for instructing people with LDs is the 
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most promising way to support their learning process. We now discuss each of these cue types 

in turn. 

 

Audio cue:  

The system has audio clips associated with each keyword. The audio clips consist of a 

computer-generated reading of the keyword and the phrase (verbal cue). For the keyword 

“Panda” for example, the fact that “The panda is a peace symbol in China” is read out as a part 

of the audio cue. The phrase can be replayed multiple times. A study [11] to evaluate role of audio 

cues in student engagement and learning outcome in an educational setting, demonstrated that 

systematic use of audio cues improved the learnability by 38% relatively and also improved the 

relative memorability, i.e. long-term retention by 40%. Providing audio cues serve as one of the 

supplemental multisensory strategies to assist reading.   

 Humans have a very sensitive and well-developed auditory system. Experimental studies 

based on audio and visual recall [12, 13, 14] shows higher auditory recall compared to visual 

recall. In particular, visual recall was 88% with precision of 72% whereas auditory recall was 91% 

with precision of 100%. Audio cues can also be helpful to convey information to visually impaired 

people. Finally, people with Dyslexia might find audio helpful as the audio contains verbal cues 

which act as the explanation of the keywords.  

 

Visual cue:  

The images act as visual cues. Visual passwords have superior memorability as 

compared to traditional text based passwords [49, 59, 62]. The science behind this is explained 

by two different theories of how images are encoded and stored in the mind. One theory states 

that both the image and the verbal cue are encoded in distinct ways. [17], i.e. the image is 
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encoded in memory as image code and the text is encoded in memory as a textual code. The 

other theory [16, 18, 19] states that images are encoded in memory using dual-encoding 

technique i.e. image is encoded as image code as well as with the associated text code. Dual-

encoding helps in increased recall rate. Providing visual cues (images) helps people with LD [26] 

especially with Dyslexia. 

 

Verbal Cue:  

Verbal cues are text phrases or facts associated with the keyword. They help in learning 

and memorizing the keyword. Use of color coding and highlighting for visual focus reduces the 

efforts required to focus for reading [26, 27]. A study of CuedR [20] in which spatial cues were 

studied together with verbal cues, found that the participants had 98% login success rate when 

both spatial and verbal cues were provided, whereas for schemes with only visual cues, the login 

success rate was 93-95%. Thus, when multiple cues (verbal and graphical) are combined, there 

are greater chances of successful login as compared to a single cue. 

 

4.2.2 Use of Upper Case Keys 

 People with LDs, especially the ones that cause trouble in reading letters might reflect 

specific problems in processing small case letters like p/q, i/l, o/a and b/d [27]. This might affect 

the ability to take the information and store it in mind in a correct way. To help to overcome this 

difficulty, we used upper case letters to display the key letters. A gray background behind the 

verbal cue was removed to enhance readability [31] and have high contrast of black and white.  

We used APHont font style, a sans-serif font recommended by Becker [32]. O’Brien [75] predicted 

that people with LDs, dyslexia in particular would require larger font size. To enhance the 

readability, we increased the font size of the key letters.  
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Fig 4.4 CuedR vs Modified CuedR 

4.2.3 Color Coding 

Color coding i.e. use of colors in background to highlight important text, signs, symbols, 

etc. can be used to visualize and understand a problem in a better way [74]. Previous research 

on use of background colors showed that colors can be useful for reading on the screen [29]. 

Gregor [29, 30] used brown & dark green and blue & yellow as they were chosen by people with 

LDs. Almost 38% of total people with Dyslexia chose black and yellow [28] as the preferred color 

coding for highlighting text. Also, black and yellow have a high contrast value (19.6).  We used 

yellow color to highlight the Keywords (Fig 4.5) and the verbal cues (Fig 4.6) to increase the visual 

focus.  
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Fig 4.5 Color-coding for highlighting Keyword 

 

Fig 4.6 Color-coding for highlighting Verbal Cue 
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4.2.4 Repetitive Learning 

  Repetitive learning offers better chances to achieve higher productivity and improve the 

user’s experience. Repetition can also increase familiarity with the system. From prior work 

studying strategies to assist people with learning disabilities [27, 29, 30], we found that using 

repetitive learning to present information visually can help people who have LDs. In CuedR, we 

used rote memorization as well as incremental learning for the learning phase. We incrementally 

displayed cues in sequence: graphical cues with keyword, verbal cue, spatial cue and key. To 

help with repetitive learning, we introduced one extra step for the learning phase, with image 

portfolio without keys.  

 

4.2.5 Fading Effect 

 We applied a fading effect to the image portfolios that are shown during registration 

phase. The image that is assigned by the system will be highlighted with a yellow box and the 

remaining images in the portfolio will be faded. This was added to bring focus to the assigned 

image. Fig 4.7 shows a part of portfolio that has the fading effect. Highlighting important concepts 

with colors [74] can be a potential support for people with LDs. 

 

Fig 4.7 Fading effect 



 

36 

 

 

CHAPTER 5 

USER STUDY 

 In this section, we will discuss the user study to explore the impact of multiple cues on 

learning process of people with LDs. The study was conducted first in our lab at University of 

Texas at Arlington (UTA) and then at the Research and Learning Center at Fort Worth Museum 

of Science and History. Both parts of the study were approved by Institutional Review Board (IRB) 

at UTA.  

 

5.1 Participants  

5.1.1 Recruitment of Participants 

 For our user study we recruited 19 participants: 14 students studying at UTA and five 

from volunteers at the Research and Learning Center (RLC) at the Fort Worth Museum of Science 

and History (FWMSH). These participants are people who have LDs like dyslexia, visual 

processing disorder or audio processing disorder. To recruit the participants at UTA, flyers were 

posted inside the university campus and emails were sent to people who are enrolled at Office 

for Students with Disabilities (OSD) as students with disabilities. These participants were 

compensated with $10 Starbucks gift card. For RLC recruitment, we posted flyers on the FWMSH 

website and also around the research center. Visitors at FWMSH were given handouts of the 

flyer. There was no compensation given to the participants at RLC. 

 

 

5.1.2 Demographics 

 In the study conducted at UTA and RLC, we had 19 participants, where nine were men 

and ten were women. The average age of participants was 30.88, with the oldest participant being 
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67 years old and the youngest one being 18 years old. The participants came from different 

backgrounds including Law, Business School, Management, Engineering, Education, etc. 

 All the participants completed the study conditions included in one session. 

 

5.2 Apparatus 

 To understand the impact of multiple cues on memorability, we used modified CuedR. 

Our CuedR implementation logs the time taken by the participant to register and to login as well 

as the number of login attempts. A control condition with three experimental conditions was 

developed, which has registration and login and logs the time for both. 

 

5.3 Procedure 

This study was a two-phase single-session study which takes approximately 30-45 

minutes. 

 

Study 1 – User Study at UTA 

First Session: 

Before we began the user study, we showed each participant a five-minute-long demonstration 

of CuedR to introduce the system and to help them to understand what they will be doing during 

the study. We answered their questions about CuedR during this demonstration. After the 

demonstration, the participant was given a two-digit user ID.  During registration, the participant 

was assigned a five-key system-generated password, where each key letter will have visual, 

verbal and audio cues to help her remember the key. During login, the participant had to recognize 

the system-assigned keyword from a portfolio of 16 images and enter the corresponding key. 

These five keys comprised her password. Lastly, the participant was asked to participate in a 
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survey to give feedback on the password scheme. The survey included demographic questions 

asking for gender, age, major and their overall experience of using the authentication system. 

 

Study 2 – User Study at RLC 

First Session:  

As with the UTA study, we showed the participants CuedR. We then had each user has to register 

and login to all three control conditions and both CuedR conditions. The order of control conditions 

and CuedR was alternated. 

In control condition, there will be three different applications to test three different control 

condition. First control condition will have a system-assigned password with four characters, 

second will have password with six characters and third will have a password with eight 

characters. Each participant will register and login to one application at a time. During registration, 

a system-generated password will be displayed on the screen. The participant will have to learn 

the password and enter it in the two password fields. Then the participant will login using this 

password and the user ID. 

In CuedR, there will be two CuedR conditions, both with similar design. The only difference is 

that, both the CuedR will assign a different five-key system-assigned password to the participant. 

During registration, the participant will be assigned a five key system-generated password, where 

each key letter will have visual, audio and verbal cues to help him remember the key. During 

login, the participant will have to recognize the system-assigned keyword, from a portfolio of 

images (each portfolio has 16 images) and enter the corresponding key. These five keys will 

constitute his password. Lastly, participant will be asked to participate in a survey to give your 

feedback on the password scheme. The survey will also include demographic questions asking 

for your gender, age, major and your overall experience of using the authentication system. 
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5.4 Ecological Validity 

 The participants for our user study came from diverse majors like Law, Engineering, 

Business, etc., were across a wide age range, educated and they had some type of LDs. They 

represent a significant real world Internet users with LDs, but do not necessarily generalize to the 

entire population of Internet users who have LDs. This was a lab study were we could gather data 

from 19 participants. We chose to have a lab study based on previous research which says that 

lab studies are preferred to test brain-powered memorability of passwords [38]. The lab study 

would help us determining if we could conduct a similar field study or even online study in the 

near future. 
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CHAPTER 6 

RESULTS AND ANALYSIS 

 In this section, we present and discuss the results of the user studies described in 

Chapter 5. We have analyzed our results in terms of registration time, login time and user 

feedback. All the 14 participants at UTA have completed the CuedR registration, login and 

feedback survey and all the five participants from RLC have completed all three experimental 

control condition’s registration and login, two CuedR condition’s registration and login and also 

the user feedback. So we have included data collected for all the 19 participants. 

 

6.1 Results of Study 1 (UTA) 

6.1.1 Memorability 

 Considering the intended pool of participants who have LDs, it is important to understand 

the impact multiple cues on memorability of these participants.   

 To understand memorability, we have taken into account the registration process which 

involves initial registration and password confirmation phase. If the participant fails in password 

confirmation phase, the system allows to learn the same password again with the help of same 

multiple cues that were provided during initial registration.  

 Our results show that out of 14 participants in the user study at UTA, only three 

participants (21.42%) had to learn their password again. Of the three participants, who had to 

learn their password again, one participant learnt the password correctly in two attempts whereas 

the other two learnt it in just one attempt. 
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6.1.2 Registration Time 

 Registration time is the total time taken by the participant to finish initial registration and 

password confirmation. This also includes learning time if the participant had to learn the 

password again.  

 The mean registration time for CuedR was 217.4 seconds (3.62 minutes) and median 

was 201.5 seconds. The maximum registration time was 514 seconds and minimum was 112 

seconds (Table 1). 

Mean Median SD Max Min 

217.4 201.5 106.87 514 112 

Table 1 Registration time (seconds) for all 14 participants at UTA 

In the feedback survey, we asked participants whether “It was difficult to sign up with this 

password scheme”. We used 10-point Likert scale (1 being Strongly Disagree and 10 being 

Strongly Agree). The feedback we received for this question was Mean 8.1 and Median 9.5. We 

also asked the participants whether “The sign-up process took too long to maintain focus” and 

received feedback with Mean 7.5 and Median 10. 

We analyzed CuedR registration time for different types of Learning Disabilities (Table 

2). The minimum registration time was 112 seconds (1.86 minutes) for a participant who has 

Dyscalculia (math learning disability) and the maximum time was 514 seconds (8.56 minutes) for 

a participant who has Dyslexia (difficulty in reading). The interesting result was the registration 

time of 198 seconds (3.3 minutes) for a participant with Visual processing disorder which hinders 

the visual information processing of the person.  
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Learning 

Disability 

Number of 

Participants 

Registration Time (secs) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 7 243 209 131.77 514 131 

Dyscalculia 2 227 227 161.92 341 112 

Dyslexia and 

Dyscalculia 

(both) 

1 206 206 - 206 206 

Visual 

Processing 

disorder 

1 198 198 - 198 198 

Dysphasia/ 

Aphasia 
2 180 180 36 205 154 

Dysgraphia 1 125 125 - 125 125 

All Participants N = 14 217.4 201.5 106.8 514 112 

Table 2 Registration time (seconds) for CuedR at UTA 

6.1.2 Login Time 

 In this study, we have considered the login time of all the 14 participants at UTA. The 

mean login time for CuedR was 16 seconds (0.26 minutes) and the median login time was 13.5 

seconds (0.23 minutes). The minimum login time was 9 seconds (0.15 minutes) and maximum 

login time was 42 seconds (0.7 minutes) (Table 3).  
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Mean Median SD Max Min 

16 13.5 8.81 42 9 

Table 3 Login time (seconds) for all 14 participants at UTA 

In the feedback survey, we asked participants whether “Logging in using this password 

scheme was too time-consuming”. We used 10-point Likert scale (1 being Strongly Disagree and 

10 being Strongly Agree). The feedback we received for this question was Mean 7.1 and Median 

8.5. 

We analyzed CuedR login time for different types of Learning Disabilities (Table 4). The 

minimum login time was 9 seconds (0.15 minutes) for a participant who has Dyslexia (difficulty in 

reading) and the maximum time was 42 seconds (0.7 minutes) for a participant who has 

Dyscalculia (difficulty in math).  

 

Learning 

Disability 

Number of 

Participants 

 

Login Time (seconds) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 7 14 14 5.99 26 9 

Dyscalculia 2 27 27 21.92 42 11 

Dyslexia and 

Dyscalculia 

(both) 

1 13 13 - 13 13 

Visual 

Processing 

disorder 

 1 13 13 - 13 13 
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Dysphasia/ 

Aphasia 

2 12 12 3 14 10 

Dysgraphia 1 20 20 - 20 20 

All Participants 14 16 13.5 8.8 42 9 

Table 4 Login time for CuedR at UTA 

6.1.3 Number of Attempts 

 In our user study at UTA, all the 14 participants could login successfully in 1 attempt.  

6.1.4 User Feedback & Suggestions 

 To analyze the feedback of participants we used Likert scale with scores ranging from 1 

for Strongly Disagree and 10 for Strongly Agree. Table 5 shows the user feedback results. 

Statement Mean Median SD 

The images helped me to recognize the password 7.79 9 3.29 

The verbal cues helped me to recognize the 
password 

6.79 8 3.56 

The images were big enough 9.21 10 1.63 

Verbal cues were easily readable 7.36 9 2.82 

The audio cues were helpful for learning the 
passwords 

8.64 9.5 2.47 

Password key letters being written in upper case 
(‘A’) was helpful 

7.14 8 3.08 

Table 5 User feedback for CuedR at UTA 

 Table 6 shows the Likert scale scores of user feedback which are categorized based on 

the learning disability types.  
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Learning 

Disability 

Number of 

Participants 

 

Likert Scale Score  

(1: Strongly Disagree to 10: Strongly Agree) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 7 7 6 0.79 8 6 

Dyscalculia 2 7 7 1.98 8 5 

Dyslexia and 

Dyscalculia 

(both) 

1 5.2 5.2 
 

5.2 5.2 

Visual 

Processing 

disorder 

1 5.1 5.1 
 5.1 5.1 

Dysphasia/ 

Aphasia 
2 7 

7  7 7 

Dysgraphia 1 6.1 6.1 
 

6.1 6.1 

All Participants 14 
6.47 6.3 0.99 8.2 5.06 

Table 6 Likert scale feedback table for CuedR at UTA 

 During the study, we asked participants some additional questions to know more about 

their feedback and if they have any positive or negative remarks about the system. We found that 

all the participants found image cues to be helpful. All participants agreed that the use of upper 

case for keys helped them as it did not create confusion because of “reverse letter” as it is in case 

of letters like b/d, p/q, etc. They also mentioned that the font size was appropriate for them to 

read it. Only one participant who had Dysgraphia (problem with writing, spelling) found audio cues 
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helpful, especially the audio which reads out the verbal cue. Other participants found audio cues 

distracting. One user mentioned that the use of yellow color to highlight the verbal cue and the 

keyword really helped and that during her training sessions for Dyslexia, they used similar 

technique of using background colors like yellow and red to highlight the text. Table 7 shows 

some notable positive feedbacks from the participants. 

 During this feedback interview, we also received some concerns about the keywords and 

key. Four participants explicitly mentioned about the confusion caused due to disconnection 

between the key and keyword (“N” for “Panda confused). Table 8 shows some of the notable 

negative feedbacks from the participants.  

Feedback Type of LD 

Images were the best cues in this scheme. In first attempt tried to 
remember the keys, but couldn't. But images helped. 

Dyslexia 

Use of “yellow” color as background color for Verbal cue and 
Keyword was helpful 

Dyslexia 

The font-size was appropriate and upper case really helped Dyslexia 

Audio was helpful. Dysgraphia 

Table 7 Notable Positive Feedback 

Feedback Type of LD 

Audio did not help at all Dyscalculia 

There was no relation between the Keyword and the key which was 
distracting. 

Dysgraphia 

Too many words in verbal cue. Verbal cues were disconnected from 
the keys associated to them 

Dyslexia 

Table 8 Notable Negative Feedback 
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 One participant suggested using lines or bordered blocks to highlight the word read out 

from the verbal cues. One participant who has Dyscalculia (difficulty with math) suggested adding 

numbers and symbols as a part of password so that it can be used to know its impact of people 

with Dyscalculia.  

 

6.2 Results of Study 2 (RLC) 

 In this section, we show the results of user study at RLC. To understand the results of 

user study at RLC, we consider all the five participants that we recruited at RLC. All the five 

participants completed registration and login to three experimental control conditions and two 

CuedR conditions. 

 

6.2.1 Registration time 

We analyzed the registration to understand the impact of multiple cues provided by 

CuedR on the learning process. We also discuss the results of Control conditions. 

 Our results show that out of five participants in the user study at RLC, three participants 

(60%) had to learn their password again in CuedR condition 1 and only one participant (20%) had 

to learn the password again in CuedR condition 2. The participants who had to learn their 

password again in either CuedR condition 1 or 2 are different participants. All these four 

participants learnt their password in only one attempt.  

Registration time is the total time taken by the participant to finish initial registration and 

password confirmation. This also includes learning time if the participant had to learn the 

password again. We show different results for both the CuedR conditions. 



 

48 

 

 

 The mean registration time for CuedR condition 1 was 271 seconds (4.52 minutes) and 

median was 257 seconds. The maximum registration time was 393 seconds and minimum was 

123 seconds (Table 9). 

 

Mean Median SD Max Min 

271 257 102.95 393 123 

Table 9 Registration time (seconds) for CuedR 1 for all 5 participants at RLC 

The mean registration time for CuedR condition 2 was 124 seconds (2.07 minutes) and 

median was 140 seconds. The maximum registration time was 148 seconds and minimum was 

91 seconds (Table 10). 

 

Mean Median SD Max Min 

124 140 27.13 148 91 

Table 10 Registration time (seconds) for CuedR 2 for all 5 participants at RLC 

In the feedback survey, we asked participants whether “It was difficult to sign up with this 

password scheme”. We used 10-point Likert scale (1 being Strongly Disagree and 10 being 

Strongly Agree). The feedback we received for this question was Mean 8.8 and Median 10. We 

also asked the participants whether “The sign-up process took too long to maintain focus” and 

received feedback with Mean 2.6 and Median 1. 

We analyzed CuedR registration time for different types of Learning Disabilities for both 

the CuedR conditions. Our results for CuedR 1 show that the maximum registration time was 393 

seconds (6.55 minutes) for a participant who has Dyslexia (reading difficulty) and the minimum 



 

49 

 

 

time was 123 seconds (2.05 minutes) for a participant who has Dyslexia (difficulty in reading) 

(Table 11). For CuedR 2 the maximum registration time was 148 seconds (2.47 minutes) for a 

participant who has Dyslexia (reading difficulty) and the minimum time was 91 seconds (1.52 

minutes) for a participant who has Dyslexia (difficulty in reading) (Table 12). 

 

 

 

Learning 

Disability 

Number of 

Participants 

 

Registration Time (secs) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 285 339 142.87 393 123 

Dyslexia + ADHD 1 243 243 - 243 243 

Audio Processing 

disorder 

1 257 257 - 257 257 

All Participants 5 271 257 102.95 393 123 

Table 11 Registration time (seconds) for CuedR 1 at RLC 

 

 

Learning 

Disability 

Number of 

Participants 

 

Registration Time (secs) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 126 140 30.86 148 91 

Dyslexia + ADHD 1 144 144 - 144 144 
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Audio Processing 

disorder 

1 99 99 - 99 99 

All Participants 5 124 140 27.13 148 91 

Table 12 Registration time (seconds) for CuedR 2 at RLC 

 We considered registration time for three control conditions for three types of LDs (Table 

13, Table 14 and Table 15) for all the five participants who took part in this user study at RLC. 

For the first control condition with four-character password, the minimum registration time was 12 

seconds and the maximum time was 24 seconds, both for a person with Dyslexia. The minimum 

registration time for control condition 2 with six-character password was 12 seconds for a person 

with Dyslexia and maximum was 45 seconds for a person with ADHD and Dyslexia both. The 

third control condition showed a minimum registration time of 17 seconds which was for a person 

with Dyslexia and maximum of 53 seconds for a person with ADHD and Dyslexia both. This was 

the same person who took maximum time for registration in control condition 2.  

 

Learning 

Disability 

Number of 

Participants 

 

Registration Time (secs) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 17.67 17 6.02 24 12 

Dyslexia + ADHD 1 16 16 - 16 16 

Audio Processing 

disorder 

1 12 12 - 12 12 

All Participants 5 16.2 16 4.92 24 12 

Table 13 Registration time (seconds) for Control Condition 1 at RLC 
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Learning 

Disability 

Number of 

Participants 

 

Registration Time (secs) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 20 19 8.54 29 12 

Dyslexia + ADHD 1 45 45 - 45 45 

Audio Processing 

disorder 

1 20 20 - 20 20 

All Participants N = 5 25 20 12.71 45 12 

Table 14 Registration time (seconds) for Control Condition 2 at RLC 

 

Learning 

Disability 

Number of 

Participants 

 

Registration Time (secs) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 22.33 21 6.11 29 17 

Dyslexia + ADHD 1 53 53 - 53 53 

Audio Processing 

disorder 

1 17 17 - 17 17 

All Participants 5 27.4 21 15.13 53 17 

Table 15 Registration time (seconds) for Control Condition 3 at RLC 

6.2.2 Login Time 

 In this study, we have considered the login time of all the five participants at RLC. The 

mean login time for CuedR 1 was 10 seconds (0.16 minutes) and the median login time was 11 
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seconds (0.18 minutes). The minimum login time was 4 seconds (0.07 minutes) and maximum 

login time was 14 seconds (0.23 minutes) (Table 16). The login success rate was 100%. 

  

Mean Median SD Max Min 

10 11 4.06 14 4 

Table 16 Login time (seconds) for CuedR 1 for all 5 participants at RLC  

For CuedR 2 mean login time 13.6 seconds (0.23 minutes) and the median login time 

was 11 seconds (0.18 minutes). The minimum login time was 4 seconds (0.07 minutes) and 

maximum login time was 35 seconds (0.58 minutes) (Table 17).  

Mean Median SD Max Min 

13.6 11 12.32 35 4 

Table 17 Login time (seconds) for CuedR 2 for all 5 participants at RLC 

The login success rate for all the 5 participants was 100%. 

In the feedback survey, we asked participants whether “Logging in using this password 

scheme was too time-consuming”. We used 10-point Likert scale (1 being Strongly Disagree and 

10 being Strongly Agree). The feedback we received for this question was Mean 5.6 and Median 

7. But out of five participants, two participants mentioned that the login for second CuedR was 

difficult due to the password interference with the first CuedR. 

The three control condition login was also considered for this study. For Control condition 

1 mean login time 7.2 seconds (0.12 minutes) and the median login time was 6 seconds (0.1 

minutes). The minimum login time was 5 seconds (0.08 minutes) and maximum login time was 

12 seconds (0.2 minutes) (Table 18).  
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Mean Median SD Max Min 

7.2 6 2.77 12 5 

Table 18 Login time (seconds) for all 5 participants during control condition 1 

 However, not all the participants could login successfully during the login session. The 

login success rate for this control condition was 80% i.e out of five, four participants could login 

successfully. 

For Control condition 2 mean login time 12.75 seconds (0.21 minutes) and the median 

login time was 8 seconds (0.13 minutes). The minimum login time was 6 seconds (0.01 minutes) 

and maximum login time was 29 seconds (0.48 minutes) (Table 19).  

Mean Median SD Max Min 

12.75 8 10.87 29 6 

Table 19 Login time (seconds) for all 5 participants during control condition 2 

 In this condition as well not all the participants could login successfully during the login 

session. The login success rate for this control condition was 60% i.e out of five, three participants 

could login successfully. 

For Control condition 3 mean login time 9.8 seconds (0.16 minutes) and the median login 

time was 10 seconds (0.17 minutes). The minimum login time was 5 seconds (0.08 minutes) and 

maximum login time was 12 seconds (0.2 minutes) (Table 20).  

 

Mean Median SD Max Min 

9.8 10 2.86 12 5 

Table 20 Login time (seconds) for all 5 participants during control condition 3 
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All the participants five could login successfully during the login session i.e. we had 100% 

login success rate. 

We analyzed both CuedR conditions and all three control condition’s login time for 

different types of Learning Disabilities. The minimum login time for both CuedR was 4 seconds 

(0.07 minutes) for a participant who has Dyslexia (difficulty in reading) and the maximum time 

was 14 seconds (0.23 minutes) for CuedR 1 for participant who has Dyslexia + ADHD and 35 

seconds (0.58) for CuedR 2 for the same person who had maximum login time in CuedR 1. Table 

21 and Table 22 shows the login time in seconds for CuedR 1 and CuedR 2. 

 

 

Learning 

Disability 

Number of 

Participants 

 

Login Time (seconds) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 7.67 8 3.51 11 4 

Dyslexia + ADHD 1 14 14 - 14 14 

Audio Processing 

disorder 

1 13 13 - 13 13 

All Participants 5 10 11 4.06 14 4 

Table 21 Login time for CuedR 1 at RLC 

 

Learning 

Disability 

Number of 

Participants 

 

Login Time (seconds) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 7.33 7 3.51 11 4 
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Dyslexia + ADHD 1 35 35 - 35 35 

Audio Processing 

disorder 

1 11 11 - 11 11 

All Participants 5 13.6 11 12.32 35 4 

Table 22 Login time for CuedR 2 at RLC 

We have also considered the login time for all three control condition based of LD types. 

Table 23, Table 24 and Table 25 show the login time (in seconds). The maximum login time 

recorded was 29 seconds (0.48 minutes) which was for Control condition 2 for a participant who 

has Dyslexia. While the minimum time was 5 seconds (0.08 minutes) for Control Condition 1 for 

a participant with Dyslexia + ADHD and also for Control Condition 3 for a participant with Dyslexia. 

 

Learning 

Disability 

Number of 

Participants 

 

Login Time (seconds) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 6.33 6 0.58 7 6 

Dyslexia + ADHD 1 5 5 - 5 5 

Audio Processing 

disorder 

1 12 12 - 12 12 

All Participants 5 7.2 6 2.77 12 5 

Table 23 Login time for Control Condition 1 
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Learning 

Disability 

Number of 

Participants 

Login Time (seconds) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 14.33 8 12.74 29 6 

Dyslexia + ADHD 1 8 8 - 8 8 

Audio Processing 

disorder 

1 - - - - - 

All Participants 5 12.75 8 10.87 29 6 

Table 24 Login time for Control Condition 2 

 

Learning 

Disability 

Number of 

Participants 

 

Login Time (seconds) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 9 10 3.61 12 5 

Dyslexia + ADHD 1 10 10 - 10 10 

Audio Processing 

disorder 

1 12 12 - 12 12 

All Participants 5 9.8 10 2.86 12 5 

Table 25 Login time for Control Condition 3 

6.2.3 Number of Attempts 

 In our user study at RLC, all the five participants could login successfully in one attempt 

for both CuedR conditions. 



 

57 

 

 

 For Control Condition 1, out of five participants only one could not login successfully and 

did not try to attempt it again. Remaining four participants could were able to login successfully 

in one attempt. For Control condition 2, out of five participants, one did not even try to login saying 

that he cannot remember the password. Three participants were able to login successfully in first 

attempt and one participant failed to login and did not try further. For control condition 3, all five 

participants were able to successfully login in first attempt. 

  Mean Median Standard 

Deviation 

Maximum Minimum 

No. Of 

Attempts 

Control 

Condition 1 & 

Control 

Condition 3 

1 1 0 1 1 

Control 

Condition 2 
0.8 1 0.45 1 0 

Table 26 Number of Attempts for Control conditions at RLC 

6.2.4 User Feedback & Suggestions 

 To analyze the feedback of participants we used Likert scale with scores ranging from 1 

for Strongly Disagree and 10 for Strongly Agree. Table 27 shows the user feedback results of all 

the 5 participants that took part in the user study and completed 2 CuedR and 3 Control 

Conditions. 
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Statement Mean Median SD 

The images helped me to recognize the password 6.4 8 3.78 

The verbal cues helped me to recognize the 
password 

6 8 3.08 

The images were big enough 8.2 9 2.49 

Verbal cues were easily readable 7 9 2.83 

The audio cues were helpful for learning the 
passwords 

8 9 3.39 

Password key letters being written in upper case 
(‘A’) was helpful 

5.4 6 2.70 

Table 27 User feedback for study at RLC 

 Table 28 shows the Likert scale scores of user feedback which are categorized based on 

the learning disability types.  

 

 

Learning 

Disability 

Number of 

Participants 

 

Likert Scale Score  

(1: Strongly Disagree to 10: Strongly Agree) 

Mean Median Standard 

Deviation 

Maximum Minimum 

Dyslexia 3 5 6 1.55 6 4 

Dyslexia + ADHD 1 7.53 7.53 - 7.53 7.53 

Audio Processing 

disorder 

1 5.1 5.1 - 5.1 5.1 

All Participants 5 6 6 1.49 8 4 

Table 28 Likert scale feedback table for study at RLC 
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 During the study at RLC, we interviewed the participants to know more about their opinion 

about CuedR. All the participants agreed that the image cues helped them during login session. 

One participant with Dyslexia also mentioned that the verbal cues and audio cues together were 

helpful. This participant has come reading problems and cannot read and interpret the information 

properly when in silence and that the audio cues acted as a sound source. One participant 

mentioned that the audio cues were distracting because of which the participant had to pay more 

attention during registration. Out of five participants, four participants mentioned that having two 

CuedR conditions confused them as both had same portfolios.  

Feedback Type of LD 

It is awesome idea. Will start using sticky notes to have images and 
corresponding keys to remember my password. 

Dyslexia 

Audio was helpful which added to the verbal cues. Dyslexia 

Table 29 Notable Positive Feedback 

 

Feedback Type of LD 

Audio was distracting Dyslexia 

 

Table 30 Notable Negative Feedback 

 One participant suggested adding numbers and other symbols as a part of password to 

create a stronger password. Another participant suggested having multifactor login so that a 

similar scheme with graphical passwords can be used for financial accounts as well. 
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6.3 Discussion 

 In this study, we explored the impact of multiple cues on memorability of people who have 

LDs. Based on human memory model by Atkinson and Shiffrin [9] and also by studying various 

strategies to assist people who have LDs [26], we designed our system to provide a recognition-

based authentication system, which uses the learning strategies to improve the memorability of 

system-assigned passwords.  

 We conducted a user study with total 19 participants who have some type of LDs, to 

understand the impact of multiple cues on their learning process. Considering the fact that almost 

2.4 million students are diagnosed with specific LDs [33], we agree that having a sample size of 

19 participants if not a large set to generalize our findings.  

  

6.3.1 Memorability 

 We had two different procedures for user study conducted at UTA and RLC. Out of 14 

participants at UTA, only three i.e. 21.43% had to re-learn their password again during the 

registration phase. And one of these three participant learnt it after two attempts whereas the 

other two learnt in one attempt. Considering the learning difficulties faced by these participants, 

the success rate of registration is quite significant. This also suggests that, the multiple cues that 

were provided after considering various learning strategies for people with learning disability 

actually helped the participants to overcome their difficulties to certain extent and thus aided to 

their learning process. 

 The study conducted at RLC with five participants where three participants i.e. 60% had 

to re-learn their password in first registration whereas only one participant out of five re-learned 

the password in registration 2. Having 2 CuedRs had some multiple password interference effect, 

where the users found it difficult to recognize their password for one CuedR due to similar 
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portfolios that were used in CuedR 2 as well. As described in the cognitive psychology literature 

[39], memory interference is “the impaired ability to remember an item when it is similar to other 

items stored in memory”. The control condition comparison show login success rate of 80%, 60% 

and 100% for random system-assigned password of length four characters, six characters and 

eight characters respectively. Whereas for both CuedRs we had 100% login success rate. We 

can infer that though the participants had to re-learn their passwords, re-learning helped them to 

login successfully.  

 However, this was a single-session study so we cannot conclude anything about long 

term memorability of this authentication system. 

 

6.3.2 Registration Time 

 We found the average registration time to be maximum of 271 seconds (4.52 minutes) 

from both the studies (UTA and RLC) which is considerably higher than the highest average 

registration time for control condition which was 22.33 seconds (0.37 minutes). However, the 

registration and learning of password aids participants with faster recognition during login thus, 

reducing the login time.  

 
 
6.3.3 Login Time 

 We found that the average login time to be minimum of 7.33 seconds which is (0.12 

minutes) from both the studies (UTA and RLC). There are no significance difference between the 

minimum average login time of control condition which was 7.2 seconds (0.12 minutes).  
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6.3.4 User Feedback 

 One important part of our study was the user feedback from the participants. Based on 

the user feedback that we received, majority of the participants enjoyed learning their password 

in a different way with the help of cues. They found it easier to remember the password with the 

help of images that we provided. Though not more than two participants liked the audio cues, 

others found them distracting. This suggests that our system has potential to be used even by 

people who have learning disabilities provided modify the system based on user feedback and 

adding more strategies to assist the people who have learning disabilities.  

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

63 

 

 

CHAPTER 7 

CONCLUSION 

In our study, we aimed to understand the impact of using multi-sensory cues to aid people 

with LDs in learning system-assigned passwords. We designed two different study procedures to 

understand this. In an attempt to assist the learning process of people having learning disability, 

we chose CuedR authentication system as a base system and made some modification 

considering the needs of people with different types of learning disabilities.   

Our study showed that the proposed system offered a good learning platform with 78.57% 

of participants at UTA learning their password in first attempt in spite of having learning disabilities 

which hinder their reading, writing, spelling, visual and audio processing abilities. The finding at 

RLC show that all the five participants logged in successfully i.e. 100% success rate as compared 

to the average login success rate of 80% of all three control conditions.  

From the user feedback that we received during our study, we believe that majority of the 

participants we had were comfortable using this system and it helped them in the learning process 

even though they have some LDs which hinders their learning otherwise.  

The current work is the first to see the impact of cues on learning process, where we 

considered very few, though really important needs of people with LDs. In the future, we are 

interested to consider more strategies to help individual LD types like Dyscalculia, Dysgraphia, 

etc. We also plan to make UI modifications based on user feedback to study the impact of these 

changes and how it affects people with different types of LDs.  
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